Cet article a pour but de présenter Active Directory Right Management Services, appelé également

wa{ O0FyOASYyySYSyid Lwaouz RS &2y Ayadlttriaazy S

AD RMS va permettre de protéger le contenu de vos d&wyfrii & Sy aQl LlLJz2 | yi &
(présent par défaut sous Windows Vista et Windows Server 2008) et des applications capables de
travailler avec votre environnement de protection, comme la shiteeautique MSDffice(a partir de

Office 2003)
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Introduction

lesse®Sa !'5 wa{3X dzyS GSOKy2t23AS AYRSLISYRFIYyGS
créer des solutions de protection des informatiofis. permettent la mise en place de stratégies

RQdzGAf A&l GA2Y LISNBEAAGF YyGSa LiedaNadbintadet, s/ eg8shiged (i A

électroniques et les documents font partie des contenus pouvant éto¢epes par les services AD
RMS.

Un systéme AD RMS, qui réunit des composants serveur et client, effectue les processus suivants :

9 Gestion des licencesd informations protégées par des droits. Un systeme AD RMS émet
des certificats de compte de droits qui identifient des entités approuvées (telles que des
utilisateurs, des groupes et des services) capables de publier du contenu protégé par des

droits. US F2Aa 1jdzQdzyS FLIINBOFGA2Y | SGS ShlFofAS
Si RSa O2yRAUGAZ2YA RQdziAfA&LFGA2Y Fdz O2y (iSydz
utilisateurs qui peuvent accéder au contenu protégé par des droits etiz@ § t & LIS dz@Sy

faire. Lorsque le contenu est protégé, une licence de publication est créée pour le contenu.

/ SGdS tAOSYyOS tAS t£Sa RNRBAGA RQdziAftAaldA2y

permettre la distribution du contenu. Par exemples lgtilisateurs peuvent envoyer des

R dz

QX
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en externe sans que le contenu ne perde sa protection par des droits.
1 Les utilisateurs qui se sont vus attribuer un certifidatcompte de droits peuvent accéder a

Rdz O2y (G Sydz LINPGS3IS LI N RSa RNRAGa t fQFARS
Afa LISdSyid F FTFAOKSNI SG dziAf AASNI OS O2y Sy
contenu protégé pardes droitR Sa RSYlF yRSa RQdziAf AaldiAzy RS
AaSNBAOSE !'5 wa{® [ 2NBEIldzQdzy dziAfAal iSdz2NJ Sy

385GA2y RSE tAO8SyO8a !'5 wa{ &dNJ£S Of d&aiSN] !¢

lit, interpréteS G F LILIE AljdzS £ Sa RNRAGA Sid €S
LJdzof AOF GA2y® [ S& RNRAGA SO tSa O2yRAGAZ2YA
automatiquement appliqués a chaque endroit ou réside le contenu.

9 Les utilisateurs qui st des entités approuvées dans un systéme AD RMS peuvent créer et
ISNBNJ RSa FAOKASNAR R203GSa RQdzyS LINRUSOGAZ2Y
connaissent bien dans une application AD RMS qui incorpore les fonctionnalités de la
technologie AD RM®ar ailleurs, les applications AD RMS peuvent utiliser des modéles de

RNEAGE RQdzZiAfA&FGA2Y RSTAYAE RS YIyAsNB OS
dzi At A& GSdzNBE £ | LILX AljdzSNI STFFAOI OSYSyi dzy @2

Les fthiers protégés seront chiffrés/cryptés et seuls les personnes autorisés pourront y accéder.
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2 Installation du réle  Active Directory Right Management Services

Nous allonsdans un premier temps, installde serveur «Active Directory Right Management
Services® {2dza 2AYR26a& {SNIBSNJ Hnny?3 Aduter uQdledsDG R
RMSdans Server Managet. 2 dzNJ s i NB OF LJ 6f S RQSYNBIA & (eNBNJ
permettre aux clients de localiser votre serveRMS. At Tl dzi fFyOSNI f QAy A
compte«d RYAYya RS . QSy G NBLINR &S

Pour cela, lancer la consoleserver Managesp, puisfaire un clic droit sur Koles» puis choisir
«Add Roles»:

F,: Server Manager _I_I- jm| ll
File  Action Wiew Help
e | 5 5E
=@
) Add Roles e
=4 Remove Rales ' View the health of the roles installed on your server and add or remove roles and Features.
24 .
= e 2
o Feal
? Dia izl +| Roles Summary Raoles Summary Help
it con I
Eg Skar! iz =
~) Roles: 3 of 16 installed Tt Add Roles
Cochez la case correspondant au réle AD RMS
Hadd Roles Wizard x|
| ﬂ% Select Server Roles
Biefore You Begin Select ane or mare roles ta install on this server,
Server Roles Rales: Description:

AD RMS

Role Services

AD RMS Cluster
Configuration Database
Service Account
Cluster Key Storage
Cluster Key Password
Cluster Web Site
Cluster Address
Server Authentication Certi...
Licensor Certificate Mame

SCP Reqiskration

Ajouter les services de roles associés, notamment le«Bleb Server 11S. En effet, RM& Q| LJLJdzA S

sur ure application web

Jérémy LEMAY

|:| Active Directory Certificate Services

Active Directory Domain Services (Installed)
|:| Active Directory Federation Services
[7] active Directory Lightweight Directory Services
[] application Server
|:| DHCP Server

DMS Server (Installed)
|:| Fax Server

File Services {Installed)
[] mMetwork Policy and Access Services
|:| Prink Services
[] Terminal Services
|:| UDDI Services
Web Server (115)
[ windows Deployment Services

Active Directory Rights Management Services

A
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Active Direckory Rights Management
Services (AD RMS) helps you protect
information from unauthorized use,
AD RMS establishes the identity of
users and provides authorized users
with licenses for protected
information.
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Add Roles Wizard |

Add role services and features required for Active Directory Rights
Management Services?

w
11

Y'ou cannot install Active Directory Rights Management Services unless the required role services and features
are also installed.

FRole Services: Dezcription:
= *'eb Server [|IS] Wwieb Server [IIS] provides a relisble,
wieb Server manageable, and scalable Web application

infrastucture.
tanagement Tools

= Windows Process Activation Service
Process Model
MET Erwironment
Configuration &Pz
= Message Queuing
Message Oueuing Services %

| Add Required Fole Services I Cancel |

Cligueznsuite sur le service de roleictive Directory Right Management Services

Add Roles Wizard

Select Role Services

-

Before You Bedin Select the role services to install For Active Directory Rights Management Services:
Setver Foles Role services: Description:
AD RMZ [] Active Directory Rights Mariagement Server fuctive Directory Riohts Manadement

Server (A0 RMS) helps vou protect
infarmation from unautharized use,
AD RMS establishes the identity of
users and provides authorized users
Configuration Database with licenses for protected
infiormation.

[] 1dentity Federation Support

AD RM3 Cluster

Service Account

z

« Identity Federation Supporbd QA y a il t £ S RI ya fcoire@D FRdeRtioR Qdzy S A
Service avec AD RMS.

Créerensuiteun nouveau cluster

Add Roles Wizard |

Create or Join an AD RMS Cluster

7

Befare You Begin ‘au can configure A0 RMS using bwo bvpes of AD RIMS clusters: an 8D RMS root cluster For certification and
licensing, or an AD RMS licensing-only cluster. To deploy AD RMS, you must initially set up an A0 RMS rook

Server Roles cluster with one or more servers joined to the cluster,

A0 RMS
O Create a new AD RMS cluster

Choose this option if vou want to create an AD RMS root custer as part of & new AD RMS deployvment, or if
wou wank ko create a new licensing-onky chuster to improve scalability of an existing deployment.

Role Services

An existing AD RMS rook cluster was not detecked in this forest, This server will host the A0 RMS rook
= cluster.

Configuration Database

Service Aocount
Cluster Key Storage = Inin an existing AD RIS cluster

“hoose this option if vou want to add this server ko an existing root or licensing-only cluster ko increase
capacity, You will be required to provide the name of the existing AD RMS configuration database and the
Cluster Web Site name of the database server,

Clusker Key Password

Cluster Address

[ QSO LISO2yA VA YE St RSTAYANI fF o61&aS R
base de données de type SQL Server pour stocker sa configdratiénl y a

w Uy
N
W<,
<,
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configuration la base ddonnéesinterne de Windows (une nouveauté de Windowsvee2008) fera
LI NFFEAGSYSYy(d QI FFIFANBO®

ndd Roles Wizard x|

Select Configuration Database

Before You Begin A0 RMS clusters use a database to store configuration and policy information, The database can be hosted
c Aol either by 'Windows Internal Database or another database server,
erver Foles

AP RE % Use Windows Inkernal Database on this server

Role Services Using Windows Internal Database will limit this AD RMS duster ta a single-server cluster. IF vou intend to

AD RMS Cluster join more servers ko this AD RMS cluster, do not use this option,

' Use a different database server

Service Accaunt

Server:
Cluster keyw Starage I Select.. |
Cluster ey Password
Cluster Web Sike Database Instance:
Cluster Address I ﬂ

Setver Authentication Certi, ., Yalidate |

Licensar Certificate Mame
SCP Registration
Web Server (11S)
Role Services
Canfirrmation

Progress

Results More about AD RMS databases

< Previous | Mext = I Imstall | Cancel |

Vous devez ensuite définir un compte de service pourRM$ S 02 YLIGS R2A G s
a8aarz2y Sy GFyl( ljdzS ASNBAOS Yl A& yQbF LI &

(@]

H add Roles Wizard |

Specify Service Account

Before You Begin & domain user account: is required ko provide a network identity For AD RMS so that it can communicate wikth
other services on this computer and the network, The domain account should be a skandard domain user

Server Roles account with no additional permissions.

A0 RMS
Specify the account under which the AD RMS cluster will run, The AD RMS service account will be a member of

Role Services the AD RMS service group and will hawve the permissions defined For that group.

AD RMS Cluster
Damain User Account:

Configuration Database WOUDGROVEDANKIADRMS —— I

Clusker Key Storage

Cluster Key Password
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Sélectionneznsuite la premiére optiomoncernant la génératlon de la clé nécessaire a signer les

OSNILIAFAOIFIGA SG fSa tAOSyOS RQdziAf A:al GA2ya RS

Q)¢

x

Configure AD RMS Cluster Key Storage

jefore You Begin AD RMS clusters use an AD RMS cluster key to sign certificates and licenses issued by the clusker. This key is

| required For disaster recovery and by other AD RMS servers joining the cluster,
server Roles

A0 RMS Select how wou want to stare the AD RMS cluster ke,
Role Services ¥ se AD RMS centrally managed key storage
AD RIS Clusker Cnce generated, the AD RMS cluster key is protected by & password-based encrypted key, You will be
5 i asked to set up a password to enable this encryption and must remember this password For disaster
Configuration Database recovery, The cluster key will be automatically shared by AD RMS servers joining this cluster,

Service Accaunt

" Use CSP key storage

Cluster Key Password This is an advanced option that requires you to select a cryptographic service provider (C3P) to store the
A0 RMS cluster key, You will need to distribute this key manually when new servers join this cluster,
Cluster Web Site

Saisir ensuite un mot de passe utilisé pour crypter la clé stocké dans la base de donnée

Add Roles Wizard x|

Specify AD RMS Cluster Key Password

Before You Beagin The AD RMS cluster key password is used to encrvpt the cluster key that is stored in the configuration

database. For other AD RMS servers to join khis cluster, wou must be able to supply this password.
Server Roles

a0 RMS Passward: Inouno
Role Services Confirm Password: quuu
AD RMS Clusker

1t is highly recammended that you carefully preserve this password, This passward is required for ather
AD RMS servers ko join this AD RMS cluster, This password is also needed to restare the AD RMS cluster
from a backup.

Configuration Database

Service Account

Cluster kev Storage

S 2S00 t dziAf AA&ASNI L2 dabtauk \@db LILIE A OF

(7))
ax
>
[@ntN

Choisirenshi 1 S ¢
Site» :

Add Roles Wizard x|

Select AD RMS Cluster Web Site

Before You Begin A0 RMS is hosted in an Internet Information Services (115) virtual directory, which is set up on one of the

existing Web sites on this server,
Server Roles

a0 RMS Select & Web site For the wirkual directory:

Rale Services

A0 RMS Clusker
Configuration Database
Service Account

Cluster key Storage

Cluster Key Password
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Vous devez ensuite définir le mode dennexionutiliser par les clients RMS pour se connecter au
serveur. Vous pouvez utiliser ugennexionsécurisée padu SSL ou utiliser le protocole non sécurisé
KGGLId {A @2dza a2dzKFAGST dziAf A&aSNI €S LINR(G202¢S
votre serveur Web IIS.@luster Address)y @1 LISNX¥SGGNB RS RSFTAYANI f Q!
pour mmmuniquer avec le serveur RMBaur tester RMS, vous pouvesglectionnerla seconde

option (http://) en évitant la génération @n certificat et déployer plus rapidement votre
environnement

fidd Roles Wizard x|
= .
! E Specify Cluster Address
Before You Begin & cluster address enables A0 RMS clients to communicate with this cluster over the network, It is
recommended that wou configure AD RMS to use the Secure Sockets Laver (55L) protocol bo encrypt network
Server Roles traffic bebween AD RMS clients and the cluster.
ADRMS

Specify a connection type For this A0 RMS cluster,
Role Services

AD RMS Cluster % se an S5l-encrypted connection (https: /)

Configuration Database (i) The Wweb site you have selected does not have S5L enabled. After vou dlick Mext, vou wil be given the

, ~ choice tao select an S5L certificate For this Web site.
Service Accaunt

Clusker Key St
LsLEr Rey Storage " Use an unencrypted conneckion {htkp: /)

Clusker Key Password -~ . . . .
I ) You cannot use this option if wou want to add Identity Federation Suppart,

Clusker wweb Sike

Cluster Address Specify an internal address For this AD RMS cluster. You cannot change this address or port number after AD
RMS5 is installed and configured.

Server Aukhentication Certi. .,

Ink | Add)
Licensar Certificate Mame rLerna ress

Eully-Qualified Domain Mame: Port:
SCP Regiskrakion

https:ff  |rms woodgrovebank, com 443 Yalidat |
Web Server (115) piff I 9 | Yalidate

Preview of clusker address for clients on the netwark:

Role Services

Confirmation

Cliquez sur ¥alidaten LJ2 dzNJ @+ £ ARSNJ £ Q! w]

Vous pouvez alors générer un certificat depuis une PKI exidizaomeme Active Directory Certificates
Servicespu générer un certificat autsigné(généré par le serveur lméme et auto approuvé&jui
sera utilisé pour le SSL
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Add Roles Wizard

l—; =
! + Choose a Server Authentication Certificate for SSL Encryption

Before You Begin When communicating with clients, AD RMS uses the Secure Sockets Layer (S5L) prokocol ko encrypk network
traffic, Choose a server authentication certificate suikable For S5L encryption to add ko the AD RMS site in
Server Roles - ;
Internet Information Services {115,
A0 RMS

~ L . )
Rale Services Choose an existing certificate for S5L encryption (recommended)

This option is recommended for most production scenarios, You should use a certificate issued by an
A0 RMS Cluster external certification authority (CA) or wou can use a certificate issued by your own internal Ca if the CA
is trusted by clients connecting to this server, The subject name of the cerkificate must match the host

Configuration Database A 1 e p———

Setvice Account Issued To | 1ssued By | Expiration Date | Intended Purpose | Froperties

Cluster Key Storage

Impars
Cluster Key Password e

i

Cluster Web Site Refresh

Cluster Address % Create a self-signed certificate For S5L encryption

This option is recommended for small-scale deployments or test scenarios only, After instaling AD RMS,
wou must manually install the ceetificate on clients thak communicate with this server,

Licensor Certificate Mame

SCP Reqistration ¢~ Chonse a certificate For S5L encryption later
weh Server (1I5) This option is recommended if wou plan ko requesk a certificate from a CA and import it later.

v For AD RMS ko Function, you must configure this server with a valid certificate.
Rale Services -

Confirmation
Progress

Results More abouk choosing & certificate for 551 encryplion

< Previous | Mext = I Install | Cancel I

I A Ve

l—a =
! + MName the Server Licensor Certificate

Before You Begin AD RMS creates a server licensor certificate that establishes the identity of this AD RMS cluster to clients,

Server Roles Enter a name that can help vou easily identify this certificate.

AD RMS
Role Services Mame:
a0 RIS Clusker FMS Server|

Configuration Database
Service docount
Cluster Key Storage
Cluster Key Password
Cluster Web Site
Cluster Address

Server Authentication Certi,..

SIZP Registration

Web Server (I15)
Role Services

Confirmation

Frogress

Results

< Previous | Mext = I Install Cancel
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Add Roles Wizard k

Before You Begin
Server Roles
A0 RMS
Role Services
AD RMS Cluster
Configuration Database
Service Account
Cluster Key Storage
Cluster Key Password
Cluster Web Site
Cluster Address

Server Authentication Cerbi,..

Licensor Certificate Mame

Installer ensuite le serveur Web 1IS avec les composants par défaut

Register AD RMS Service Connection Point

The AD RMS service connection point (SCP) is created in Active Directory Domain Services when an AD RMS
cluster is created. The SCP provides clients with intranet URLs For the AD RMS cluster,

To reqgister the SCP, wou must be a member of the Enterprise Admins group. IF vou are nat a member of the

Enterprise Admins group, seleck Register laker.

[C Register the AD RMS service connection point now

Select this option if you are a member of Enterprise Admins group and wou want to skark using this AD RM3

cluster as soon as the installation finishes.

[ Register the AD RIS service connection point laker

Select this option if you want to join additional AD RMS servers tao this cluster before making it available o

clients ar if you are not a member of Enkerprise Admins group.

Add Roles Wizard

Before ¥ou Begin
Server Roles
AD RMS
Rale Services
AD RMS Cluster
Configuration Database
Service Account
Cluster Key Skorage
Cluster Key Password
Cluster Wehb Site
Cluster Address

Server Authentication Certi...

Licensor Cerkificate Mame
SCP Reqistration
\iWeb Server (115)

Confirmation
Progress

Results

Jérémy LEMAY

Select Role Services

Select the role services to install For Web Server (115):

Role services:

fladliserau®matiquiSneai $otrel NS
serveur RMSEnN effet, la premier@ption modifie la partition de cofguration dans Active Directory

AYRAIldzk yii
configurét 2 dzZNJ s G NBE OF LX¥ 86t S§SRIE
du réle avec un compte! RY A y & S

= [E web Server

= [¥] Commaon HTTP Features
[¥] static Conkent
[¥] Default Document
[] Directary Browsing
IZ HTTP Errors
[¥] HTTP Redirection

= [E application Development
[¥] asp.ET
[#] \MET Extensibilicy
[ ase
[ car
[¥] 138P1 Extensians
[#] 154PI Filters
[ server Side Includes

= [E] Health and Diagrostics
[¥] HTTP Logging
[¥] Logaing Tools
lz Request Maonitor
E Tracing
|: Cuskom Logging ;I

ACDC | i

| v

Maore about role services

< Previous | Mext # I

Installeret configurer AD RMS
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Description:

Web Server provides support fior
HTML ‘Web sites and optional suppork:
far A5P.MET, ASP, and Web server
exkensions, You can use the Web
Server ko host an internal or external
Web site or to provide an environment:
far developers ta create Web-based
applications.

Install Cancel

I dz

02



Ly NBadzys aQl F¥FAOKS
|

Confirm Installation Selections

EBefore You Begin . . . _
Ta install the Following roles, role services, or Features, click Install.
Server Roles

2 informational messages below

AD RMS
Rols Services : This server might need to be restarted after the installation completes, =
AD RMS Cluster +~| Active Directory Rights Management Services
Configuration Database Cluster Type: Rookt cluster
el Al Trust Hierarchy: Production
Configuration Database Server: windows Internal Database
Cluster Key Storage Service dooount: WOODGROVEBANKLADRMS
Cluster Key Passward Cluster Key Storage: AD RMS centrally managed key storage
Cluster Web Site Clusker Web Site: Default Web Site
Clusker Internal Address: https: firms, woodgrovebank, comn: 443)
Cluster Address 33l Certificate: Create a self-signed certificate
Server Authentication Certi. .. Licensor Certificate Mame: RIMS Server
X - Reqister SCP: Reqister now
Licensor Certificate Mame
SCP Registration 2 Web Server (115)
\Web Server (I1S) Find out mare about Windows System Resource Manager (WSRM) and haw it can help optinize
CPI usage
Role Services Web Server
Zomman HTTP Features
Static Content LI
Progress c
Prink, e-mail, or save this information
Results

< Previous | &$xt> | Install I Cancel |

Cliquez sur nstall» pourR S Y | NJsgBlltiort d@ woife serveur RMEe role est installé

Add Roles Wizard |

Installation Results

Before You Begin _ D& _ .
The Following rofés, role services, or Features were installed successfully:
Server Roles

1. 1 warning message below

A0 RMS o
Role Services v Active Directory Rights Management ) - -
Services & 1nstallation succeeded
AD RMS Cluster
1 Before you can administer AD RM3 on this server, wou must log off and log on again,
Configuration Database o ) ) ]
The Following role services were inskalled:
Service Account Active Directory Rights Management Server
Cluster Key St i
MBI 82y S ~| Web server (IIS) O Installation succeeded
ustar iy Passiord The Following role services were inskalled:
Cluster Web Site Web Server
Cluster Address Common HTTP Features
o ) Static Content
Server Authentication Cetti,. . Default Docurment
Licensor Cerkificate Mame Directary Browsing
SR Registration HTTP Errars
HTTP Redirection
eh Server (115} Application Development
Role Services ASP.NET
Gt MET Extensibility
enrmaten 1541 Extensions =
Frogress

Print, e-mail, of save the installation repork

< Brevious [iext = I Close I Cancel
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Vous pouvexeérifier que votre enregistremenBCRpermettant aux clients de localiser votre serveur
RMS est bien présentant la partition de configuration, dans le conten8ervices>. Ouvrez une
console« adsiedit» puis choisir lgartition de configuration

¥ ADSI Edit

File Action Wiew Help

&9 #eXE o= [dm
2 ADs1 Edit
= 5 Configuration [NY¥C-DCL. WoodgroveBank,com]
= ] CN=Configuration,DC='WoodgroveBank,DC
| CH=DisplaySpecifiers
" CW=Extended-Rights
_ CH=ForestUpdates
| CN=LostAndFoundConF%
| CH=NTDS Quotas
| CH=Partitions
" CW=Physical Locations
B[] Ch=Services
| CM=MsmqgServices
| CM=Met3ervices
| CM=Public Key Services
Bl ] CN=RightsManagementServices

7 CM=RRAS
1 CM=tindows NT

| Ch=Sites

© Ch=WellKnown Security Principals

Si vous aveatilisé un alias pour@RL de votre serveur RMS, configurer cette entrée dans votre
infrastructureDNS

'—| rms Alias {CNAME) nyc-del MioodgroveBank, com skatic
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3 Zoom sur la console

Aprés avoir installé le role AD RMB2 dza
(logoff/llogon), puid I y O

Sl

ROFRYAYA&GNI GA2Y

Coh_

} Server Manager

Command Prompt

RSONBI

Terminal Services 3

Active Directary Domains and Trusks

=
I

Active Directory

=

The: AlveD\retory Rights Man.
allows +vou ta view and change c
RMS clusters.

Active Directory
ADST Edit
Component Services

e bl L

Computet Managemment
Admniniskrator
Data Sources (ODBC)
Documents Li5
Event Vigwer
Computer Group Policy Management
Internet Information Services (115) Manager
MNetwork

i5CS1 Initistor
Local Security Policy
Control Panel

Memory Diagnostics Tool

Reliability and Performance Moritor

Default Programs

Security Configuration Wizard

Server Manager

2 @ ] o B B i B e D] B

SErvices

‘windaws Firewall with Advanced Security

Help and Support ‘51| share and Storage Management
% Storage Explorer
' AllPragrams R Syskem Configuratian
[start search .2 ) a |» g Task Scheduler
3

La console se lance

ctive Directory

Flle Action Wew Help

LHme

[=& Administrator: Command. .. | Sk, Server M

windaws Server Backup

hts Management Services

NBfFyOSNI &2 i NB
f admiQigratiang traers R@rver Manages ou dans les outils

I

B &
) 5} Trust Policies
Za, Trusked User Domains

1] Rights Policy Templates

(=) 155 Exclusion Policies
Users
1 Applications
e Lockboz
B Windows Wersions
=) 5 Security Policies
Super Lisers
& Cluster Key Password
54 Decommissioning
= = Reports
8 Statistics Reports

Jérémy LEMAY

=4 Active Directory Rights Managsment

5 Trusted Publishing Domail

5 Rights Account Certificate Po

'-é' This is the starting point for configuring the settings for the cluster. All servers in a cluster share

common configuration and logging databases.,

Cluster Details

Cluster summary
Cluster name:
Cluster type:
Servers in cluster (number):

Intranet cluster URLs
Licensing:
Certification:

Extranet cluster URLs
Licensing:
Certification:

nyc-det
Certification
1

https:
https:

‘tms. woodarovebank,com:443/_wmes/licensin
s, woodarovebank, com: 4431 wmes/certification/certification. asm

Database

Configuration
Server name:
Database name:

Logging
Server name:
Database name:

NYC-DCL
DRMS_Config_rms_woodgrovebank_com_443

NYC-DCL
DRMS_Logging_rms_woodgrovebank_com_443

Tasks

1. Recommended tasks
Establish trust

Mansae rights policy templates
iew reports
2. Optional tasks

Mansae exclusion policies
- .

Set rights account certificate polities

Installeret configurer AD RMS

Actions

nyc-dcl (Local) -
& changs Servics ...
Wity 3
Delete

Rename

Refresh

Properties

2@ 5L X

Help

asaa




La console est composé de plusieurs conteneurs

T

Trust Policies@l LISNXYSGGNBE RS RSFAYANI RSa adaN)y GS3IA
déja un environnement AD RMS

Right Policy Temlptes: va permettre de définir des modéles de stratégies en associant des
dzGAf A&l 6§SdzZNE SG RS& RNRBAGA wa{ o[ SOldaNB:z Y
Rights Account Certificate Policiesa permettre de définir vostratégiesR Q I (i (i Nikso dzii A 2
certificats de droits (pour les utilisateurs et leurs machines) notamment sur la durée de

validité des certificats.

Exclusion Policie¥ @I LISNXYSGGNBS RS RSTAYANI RSa adNI
fQdziAt Aal A2y RS f QS yudlisawRry, yeBanSvuérSionsvde { LJ2 dzNJ
Windows, certaines applications ou certaines versions du client RMS.

Security Policies Définir les stratégies de sécurités de votre infrastructure RMS, comme des

superdzi A f A & G SdzNE |j dzA | dzNeR gbéuméntS prardgd@ paiivotRQ OOS RSN

environnement RMS, mais également les stratégies de décommissionnements si vous ne
RS&ANBIT L)X dza GNI G AfftSNI I @3SO @20NB SYyOBANRY
Reports: va permettre de générer des rapports SuQ S @2 f dzi A2y S f Qdzi A f
infrastructure RMS
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4 Mise en place daun modéle de stratégie AD RMS

Nous allons créer un modéle de stratégies permettant de définir dedélesde stratégies qui
permettront de protéger ve documents en fonction du context@dilisations.

Pour cela, lancez la console AD RMS, puis cliquez Rights Policy Templates puis afficher les
« Propriétés» a partir du menu Actions» ou avec un clic droit sur le conteneur.

Y& Active Directory Rights Management Services

File Action  Wiew Help

=121 %]

o= |||

35 Trusted User Domains

& Active Directory Rights Management bited emp Actions
B 55 nye-del (Local) — S Ri i
R = ights Policy Templ... &
Bl 5 Trust Policies 5] Create, view and modify dstributad rights policy templates for this cluster,
®  Manage Distribu...

=2 Trusted Publizhing Domail

Manage Archive,.,

E Righ cy Templates:

Distributed Rights Policy Template Information

R Windows Versions
= _ﬁu Security Policies Templates file location: Mot set

Super Users
Cluster Key Password

é‘g’ Rights Account Certificate Po Wig 3
Bl /55 Exclusion Policies iah " I define the rul d conditi ed d by using thi I
ﬂ) Llsers Rights policy templates define the rules and conditions applied ko content protected by using this bermplate, q Refresh
{¢| Applications To create a new distribuked kemplate, click Create Distributed Rights Policy Template in the Actions pane. To archive a D Propertie:
s Lockbox distributed rights palicy template, seleck the template and then click Archive this Rights Palicy Template. j ?
Help

Mo selected item in ... +

ll Create Distribut. ..

ﬁ Decommissioning & Name | Created Dake | Last Modified Date | Last Modified B | Description .?g Archive this Righ. ..
= _‘=,| Repotks
Statistics Reports 3 copy
@ Wigw Rights Sum. ..
Help

Cochez la caseEnable Exporp et saisir un dossier partagé qui sera utilisé pour stocké vos modéles

de stratégies AD RMS

i Rights Policy Templates Properties

Templatez File Location |

Specify a file location for storing copies of this cluster's rights palicy

templates. Templates from the configuration databage are mirored to this

location

This location must be avalable to the administrator who distributes these

templates to client machines and the path must be in UMC format.

Current templates file location:

Moot set

v Enable export

Specify templates file location [UMC]:

WWNYC-DCT T emplates] Browse.. |

oK I Cancel Lpply

Help
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Nous allons ensteé créer un modéle de droits distribués cliquant suk Create distributed rights
policy templates» pour lancer @ssistant

gﬁ[ Rights Account Certificate Po
=] _é Exclusion Policies
i} Users
5 Applications
sy Lockbox
B Windows Yersions
= 5 Security Policies
ﬂa Super Users
% Cluster Key Password
;a Decommissioning
= =l Reports
Statistics Reports

Distributed Rights Policy Template Information

Rights policy templates define the rules and conditions applied to content protected by using this kemplate,

To create a new distributed template, dick Create Distributed Rights Policy Template in the Actions pane. To archive a
distributed rights policy template, select the template and then dick Archive this Rights Policy Template,

Templates file location: “AWNYC-DC14 Templates

~  MName | Created Date | Last Modified Date | Last Madified Bt | Description

=

Create distributed rights policy ke

Manane archived rights policy bemplates

oog

Change distributed rights policy templates file location

Cliquez ensuite sur Add » et ajouter les élements permettant@entifer votre stratégie

Jérémy LEMAY

Create Distributed Rights Policy Template x|

gg Add Template [dentification Information

1. Add Template Identifica
2. Add User Rightz

3. Specify Expiration Paolicy
4. Specify Extended Palicy

5. Specify Revocation Fol...

Rights policy templates can support clients with differing languages.
Configure this template's identification infarmation for each language
supported on your client computers.

— T emplate identification

Add Edit BRemove

< Brevious Mext » |

Cancel
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Saisir ensuite les utilisateurs ou les groupes qui seront gérer par la stratégie. Vos utilisateurs ou vos
groupes doivent posséder une adresse erfwlide ou non) qui serviraentifiant pour RMS.

Définir également les droits & associer a chacun de vos groupes ou utilisa@ssigng au groupe

« Direction» le droit decontréletotal :

Create Distributed Rights Policy Template _"Ill
gg Add Usger Rights
1. Add Template |dentifica... Specily which users and groups have rights ko wark with content protected

2 Add User Rights uzing this template.

3. Specify Expiration Policy

— Users and rights

4. Specify Extended Palicy

8. Specify Revocation Fol...

Rights for directionE@woodgrovebank. com:

Full control [T
g =
Edi [
Save =
Export [Save as) =2 -

Create Custam Right... | Delete Custam Right...

¥ Grant owner [authar] full control right with no expiration

Rightz request URL: I

< Previous | Mest = | Finish I Cancel

Lereste deautilisateurssera en lectureeule en sélectionnant Anyone» :
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